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Abstract 
Single source multipath fault propagation analysis has contributed much on system fault 
modeling, fault location, and fault diagnosis. Studies have shown that the electronic system has small 
world network features. In this study, a new model of small world was established to observe the rapidly 
fault propagation of the electronic systems. In order to meet the higher requirements of testability and 
reliability for complex electronic systems, an improved fault propagation analysis method based on small 
world algorithm was proposed. First, inspired by the idea of small-world networks, a small world algorithm 
was proposed to greatly improve the speed of getting the fault path compared with other evolutionary 
algorithm. In addition, calculating entropy was firstly introduced to distinguish the importance of different 
nodes in systems. Finally, the proposed method was applied to a radar transmitter system for fault 
propagation analysis. The result shows that the performance is improved a lot by introducing the small 
world characteristic and simplified entropy. Simulation results demonstrate the computation method. Also, 
fault propagation could be applied to large-scale systems, which is meaningful for test points selection and 
fault diagnosis. 
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1. Introduction 
Currently, fault propagation characteristics of small-world network have been widely 
concerned, especially in the area of electronic systems [1]. Cancho [2] firstly applied 
characteristics of Small World Network to electronic circuits. These studies confirm the 
existence of the small world effect in complex electronic circuits, and the characteristics of small 
world are critical to fault propagation of electronic systems. The spreading of faults [3] and 
serious failures in many large-scale complex electronic systems is one of the issues of the 
highest concern. Thus, it is vital to use the fault propagation to improve the test points selections 
for electronic systems because test points selection is a key phase in both design for testability 
and fault diagnosis in complex electronic system. The characteristics of the small world network 
have the following features: short characteristic path length, high clustering coefficient, and 
scale-free [4]. With the small-world network proposed, six degree of separation of small world 
network was proposed by Mailgram’s experiment. The node degree is important for a system 
since the breakdown of a single component, even though it could be a small unit or element, 
could cause the failure rapidly propagated to the entire system. Moreover, the research of the 
topological structure for a complex electronic system provides a scientific and rational analysis 
tools for testability design. Therefore, an efficient method is necessary to solve the fault path 
searching for electronic systems.  
 
 
2. State of the Art 
 
2.1. Overview on Design for Testability 
Testability is the product timely and accurately determines their status (which can work, 
not work, performance degradation), and isolates the design features of its internal fault. 
Testability is the ease of access to information the test characterization, the device itself, a 
design feature. 
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Design for test is divided into circuit-level design for test (IC design for test), and 
electronic equipment system-level design for testability (electronic system design for test). IC 
design for testability of the key objectives is "to measure" to ensure the qualified products 
produced; and electronic system design for test in the "test" under the premise, more concerned 
about how "easy test" to improve test efficiency, reduce cost of test [5]. Thus, design for test is 
generally more concerned about the fault coverage and testability of electronic system-level 
design will have to also care for fault detection rate, isolation rate, testing costs, and many other 
indicators.  
 
2.2. Related Work 
Fault propagation is studied widely recently. Zhou [6] proposed an in innovative 
ontology-based fault path analysis to analyze transient fault propagation effects in networked 
control systems. Y Haibin [7] developed a simulation model based on directed fault propagation 
graph. There is gaining research on fault propagation analysis using small world network 
algorithm and applied them in large-scale systems [8-10]. Prasad and Babu [11] proposed the 
concept of minimal set of test nodes in analog circuit fault diagnosis, and proposed polynomial 
time algorithms for the first time to generate such sets. Meanwhile, they used greedy algorithm 
to solve the minimum test set, to get local optimal solution. Starzyk and Liu [12] also used the 
greedy algorithm, but for the information entropy heuristic function. In addition, using more 
reasonable method to solve the test points selection. This method is better than the previous 
method, but still only get a local minimum and the time and complexity is higher than the 
method of Prasad. Demichev A and Ilyin V [14] studied the resilience of the most important 
properties of stochastic and regular small-world interconnection networks and give a 
comparison of fault tolerance ability of regular and irregular networks. However, most of these 
methods are based on graph theory [15], and the traditional path search method is not suitable 
for large-scale system. Y Li [16] proposed a new shortest path to all path algorithms and it can 
be used in fault propagation. Test points selection methods for the self-testing based analogue 
fault diagnosis system. The purpose of making such a selection is to increase the testability of 
the self-testing algorithm which is used to locate the defective components of a given analogue 
circuit. 
Currently, test points selection for analog circuits has achieved more results. However 
research for system-level points selection is few. In addition, combining the points selection and 
test sequences together, computational complexity is relatively high. We designed the small 
world algorithm including the information of nodes. The proposed method could be used to 
setting fault test points and fault propagation path. This approach is different than conventional 
analysis methods, and can be used to larger complex electronic system. 
The remainder of this paper is organized as follows: Section 3 describes the 
methodology of the small world algorithm for system fault path searching. Section 4 presents 
experiments to evaluate the performance of the algorithm including the results, analysis, and 
discussion. Section 5 summarizes the conclusions. 
 
 
3. Method 
 
3.1. Description of Small World Algorithm 
Six degrees of separation is the major property of small world network. There are many 
literatures [4] referred large-scale complex electronic systems has the characteristic of small 
world networks. There are different realizations or applications of small world algorithm in these 
literatures.  The formula is, 
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Where ie  is the number of edges between the node i and its adjacent node j. 
ik  is the degree of the node.  
L  is the characteristic path length.  
 
3.2. Model of Small World Algorithm 
A. The component of a node: 
Each node in a system should be modeled as following formula: 
 
( ) ( ) ( ){ }iIiCiGiN ,,)( =        (3) 
 
( )iG  is the main attribute of a node.  
( )iI  is the only recognition ID of node.  
( )iC  represents the total probability of the node if special fault happened and reached. It 
is initiated as 0 at the beginning. 
Suppose there are N nodes, for any node i, Property ( )iG  present the property value of 
node i . The Property ( )iG  value could be set according to different applications. For instance, it 
can be used in the failure test point selection, the degree of nodes plays an important role in 
spread of the failure, meanwhile, the greater the degree, the more failure to rapidly spread 
through the nodes. 
Therefore, Property ( )iG can be set to: 
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Where ( )ip  is failure probability of node(i) 
jd is indgree node list 
( )jH  is the entropy calculated by degree information of the adjacent nodes of node j , 
which is one of the adjacent nodes of node i . kd  is the degree of the adjacent node and maxd is 
the maximum degree in the system. As we know, higher entropy value means lower property, 
so if the adjacent nodes have less degrees, ( )jH  would be bigger and then the total fault 
propagation property of node i  would be smaller. After introduced entropy, which could be 
calculated by degree of the nodes, higher important node would have higher fault propagation 
probability ( )ip  . 
B. Algorithm of small world algorithm 
(1) Data structure 
The data structure format is shown in Figure 1. Table_Property records the fault 
property (G(i)), Table_Relationship records the adjacent nodes of each node and Table_Cost is 
each edge cost to the adjacent node. These three tables are equal to matrix representation but 
can save much memory, because the space requirement of matrix representation is always   
( )2NO where N is the number of nodes in the system. However, the space requirement of this 
new data structure could be at most: ( )( )NdO 12 max + , where  maxd  is max degree in the system.  
In addition, the performance of accessing adjacent nodes in this data structure is higher. 
Because the same times as the degree of the node is needed while N times data accessing is 
needed in matrix representation.   
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Node（0）:    property
…...
Node（i）:    property
Node（i+1）:property
….
Node（N）:    property
Table_Property
Node(0):     degree, ToNeighbor(0)Cost, ToNeighbor(1)Cost..
…...
Node(i):     degree,  ToNeighbor(0)Cost, ToNeighbor(1)Cost..
Node(i+1):  degree, ToNeighbor(0)Cost, ToNeighbor(1)Cost..
……
Node(N):   degree,  ToNeighbor(0)Cost, ToNeighbor(1)Cost..
Table_Cost
Node(0):    degree, neighbor(0),neighbor(1)..
…...
Node(i):     degree, neighbor(0),neighbor(1)..
Node(i+1): degree, neighbor(0),neighbor(1)..
……
Node(N):   degree, neighbor(0),neighbor(1)..
Table_RelationShip
 
 
Figure 1. Data structure 
 
 
(2) Data initiation 
The degree of the node play a more important role in the system network connection. 
Therefore, updating nodes from larger degree will rapidly improve the speed. So at the 
beginning of small world algorithm, there are two steps to do initiation: 
In Table_Relationship, resort all the neighbour nodes by degree of the neighbour 
nodes. 
In Table_Cost, rearrange the order of neighbour nodes according the order 
Table_Relationship 
(3) Small world main algorithm 
Small world algorithm is shown in Figure 2. The flow steps are following: 
• Initiate the data. 
• Set property of the fault node G(fault)=G_max and updated. In physic, it means there 
is something happened which makes the node fail. And then the path search would find the 
most possible failed node, which would case this kind of fault. In small world network, it means 
the node, which we want to reach. And the path is the shortest way to find it. 
• Initiate an index array with all the node indexes by their degrees in descending order 
• Traverse all the nodes with the order in index array. 
• Traverse all the updated adjacent nodes of the current node, change information that 
whether there is shorter path to fault node. In logic, we need to check the property value of the 
adjacent node and if it is G_max, use the shorter path to replace current path information.  
• Terminate the algorithm when every node has the same property G_max. 
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Begin
Initiate data tables, Set the fault 
node property G(fault)=G_Max
Initiate Index array by 
descending order with 
property(G) of the node
Traverse every node(n(i)) in 
Index array
The property(G) of 
Every node is G_max?
Traverse its every 
updated neighbor  
node(n(j))
G(n(i))<G(n(j))==G_max?
CostSum(n(i))=
(CostSum(n(j)+Cost(n(j),n(i)))
Record n(j) as the source node for n(i)
Mark n(i) as updated
CostSum(n(i))>
(CostSum(n(j)+Cost(n(j),n(i)))?
G(n(i))==G_max?
end
N
Y
Y
N
Y
N
N Y
 
 
Figure 2. Small world algorithm 
 
 
After Small world algorithm was implemented, the fault propagation paths of each node 
to the fault node have been calculated. Thus, the most possible fault propagation path can be 
found in the record of G_max through the iteration in the ResultMap [17].  
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Select Node(i) as the start node
Node(next)==Node(i)？
Start
End
Y
Index(0): propertyMax,Source
...
Index(N): propertyMax,Source  
ResultMap
Output Node(next)，and 
take Node(next) as 
Node(i) To be the next 
start node,
According to the ResultMap，
access  Node(next) which is  
FromWho of Node(i)
N
 
 
Figure 3. Fault propagation path recover algorithm 
 
 
4. Result Analysis and Discuss  
In literature [18] the author use PSO algorithm to find the shortest path after modelling 
the fault propagation in a undirected graph. The data and graph model is shown in Figure 4. 
Because there is no fault probability information, so we set the property of each node by 1 [18, 
19]. 
 
 
 
 
Figure 4. Graph model and data used in Literature 15 
 
 
In general, PSO algorithm is hard to guarantee its convergence and calculating time. In 
this example, we realized this algorithm and it needs 4.875s (average value in 50 times 
experiments) to get the final solution under following environment: MATLAB 2009, celeron 
E3200 2.4G, 1G memory. While use small world algorithm, the same solution can be found in 
0.031s (average value in 50 times experiments). That is to say, small world algorithm is more 
than 100 times faster than PSO algorithm in this condition. The calculating time results of 100 
times random faults propagation is show in Figure 5. 
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Figure 5. Simulation result by comparing small world algorithm with PSO 
 
 
As system complexity increases, military and commercial testing of the system has 
become increasingly difficult to diagnose, failure of communication between nodes cross each 
other the wrong relationship as a complex circuit system, to optimize the choice of 
measurement points as the design for testability very important step. Number of empirical 
studies show that real network has small world properties. We abstract Radar transmitter 
system to topological structure graph .We use the node (sub-system or module) and side (input 
/ output relationship) to a topological structure graph. We describe the system with sub-system, 
such as the launch of the radar system, sub-system, receiver sub-system, signal processing 
sub-systems, and describe the input / output relationship or connections between the various 
sub-system. Ignore the real meanings of the physical components and represent them as single 
node uniformly. Then, we use a set of edges to denote the interactions between the nodes. In 
this way, the topological structure graph of the Radar transmitter system production system is 
represented as shown in Figure 6. And with the fault history, we can set the fault propagation 
probability of each node and edge. Fault Probability of node 2, 6, 5, 10, 12, 16, 14, 20, 25, 19 is 
higher. While node 5, 19, 20 has higher property G. 
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Figure 6. Topological structure Graph 
 
 
The fault propagation iterative process with node 29 failed is shown as Figure 7. There 
is only 5 times to traverse every node to get the final solution. And time is reduced when the 
updated node is more and more as the process going. With different node faults simulation, the 
probability of node 5, 19, 20, 24 occurred in the final path is much higher than other nodes. This 
means these critical nodes and the fault propagation paths with high risk are obtained through 
the qualitative fault propagation analysis.  
 
 
 
Figure 7. Update times and time consumption of each update in small world  algorithm 
 
 
In last section, the amount of the nodes in radar system is only 31, which is hardly to 
verify the application of small word network algorithm in large complex system. Therefore, in this 
chapter, the algorithm would be verified by large random network. First, using NW model to 
generate a random graph as show Figure 8. There are N=100 nodes in the random small world 
network graph, the lines between two adjacent nodes is k=4, the probability of randomly adding 
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an edge is 0.02. Actually, NW model requires N>>k>>ln(N)>1. Due to the graph could not be 
shown well when nodes exceed 100. 
 
 
 
 
Figure 8. Random test graph based on NW model 
 
 
For different parameters, construct a small word random network with nodes about 
1000 to 100000 (k=4ln(N),p=0.02), then randomly generate 100 nodes as the start of path 
search, then perform the algorithm to get the result. Compare the result with Bell-Ford 
algorithm, the time costs of these two algorithms are as below when the path search results are 
the same. The run-time system is CPU i7 3.2G, 16G memory, Matlab2014a. The time cost of 
these two algorithms both depend on the position of the start point and the structure, so every 
time when we run this algorithm, the time cost is different. Therefore, we will take the average of 
10 times results as a final result. As shown in the Table 1, with the increase of the nodes size, 
the time cost of the traditional method grows exponentially and it could hardly meet the space 
complexity requirements of the large system. However, the small word network algorithm 
improves the data structure so that the storage of the redundant information could be avoided. 
Thus, it could be applied in the large graph. Meanwhile, its time complexity is linear so the time 
cost is even less in large graph.  
 
 
Table 1. Comparison between Bell-Ford and Small world 
The number of random network 1000 5000 10000 50000 100000 
Bell-Ford(s) 0.04 0.12 12.6 70.6 Unable to run 
Small world (s) 0.08 0.16 2.6 15.7 68.4 
 
 
5. Conclusions 
This paper proposed small world algorithm to find the fault propagation path for the 
electronic systems, which can improve the selection of test points. The small world algorithm 
combines the entropy with the degree in order to improve the speed of finding path. Meanwhile, 
we analyze the Radar transmitter system from topological structure graph, and use this method 
to Radar transmitter. Experiments show that the time consumption is less than PSO method. 
Also, after generating the random graph, the proposed method shows its superiorities with the 
increasing number of nodes. The proposed algorithm can be used to large-scale systems and 
provide the strategy for test points selection, which is meaningful for the tests points selection of 
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electronic systems. Future work will base on the proposed method, and will work on the fault 
isolation intelligent optimal strategy and optimal test strategy problem in electronic system. 
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